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Detecting Malicious packet losses
AIM: 

We consider the problem of detecting whether a compromised router is maliciously manipulating its stream of packets.
PURPOSE: 

                              Modern networks routinely drop packets when the load emporarily exceeds their buffering capacities. Previous detection protocols have tried to address this problem with a user-defined threshold: too many dropped packets imply malicious intent. 
DESCRIPTION:

RED monitors the average queue size, based on an exponential weighted moving average: where the actual queue size and weight for a low-pass filter. RED uses three more parameters in minimum threshold, 

Maximum, Maximum threshold. Using, RED dynamically computes a dropping probability in two steps for each packet it receives. First, it computes an interim probability, Further; the RED algorithm tracks the number of packets, since the last dropped packet. The final dropping probability, p, is specified to increase slowly as increases.
              The project entitled as “Detecting Malicious packet losses” developed using JAVA. Modules display as follows.

· Sender

· Source Router

· Destination Router

· Receiver

MODULES DESCRIPTION:
1) Sender:

               This is a module mainly designed to provide the sender UI which accepts the number of packets to be sent and data of the packet. It creates an user interface to send the packets from sender to the receiver.

  2) Source Router

It forwards the packets to the destination router from the sender. 
3) Destination Router:

It receives the packets from the source router and forwards it to the receiver.
4) Receiver:
          It receives the packets from the sender via source router and destination router.

SOFTWARE USED:

· Operating system 
: - Windows XP Professional.

· Coding Language
: - Java.
· Tool Used

: - Eclipse.
HARDWARE USED:

· System

: Pentium IV 2.4 GHz.

· Hard Disk

: 40 GB.

· Floppy Drive
: 1.44 Mb.

· Monitor

: 15 VGA Colour.

· Mouse

: Logitech.

· Ram


: 256 Mb.
RESULT:

                The router identify the problems when it modifies the stream of packets.
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